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SMART PROTECTION FOR OFFICE 365

Complete threat protection for Office 365 against email and file sharing risks

Basic security that is included in hosted email services is easy for attackers to bypass—in
fact, 79% of ransomware is delivered by email and the median time for the first user to
open an email, and for their computer to be encrypted, is only four minutes after the
attacker hits send.

WHAT ARE THE RISKS?

* 79% of ransomware attacks'
and over 90% of targeted attacks
start with email

As more and more users are relying daily on Exchange Online, OneDrive and SharePoint
Online, itis crucial for you to consider third-party tools to protect your users from external
and internal threats.

* BEC results in $5B losses and
causes an average loss of
$120,000 per organization

* Office 365 baseline security only
protects known malware which
is only 10% of threats

Trend Micro Smart Protection for Office 365 is the only third-party solution that provides
complete threat protection for Office 365 against phishing, Business Email Compromise
(BEC), ransomware, internal email risks, and file sharing risks. The potential costs are too

high to accept baseline security that only protects against a small portion of threats. * Users unknowingly share

malicious files using OneDrive
or SharePoint services

KEY FEATURES
Stop Phishing

- Prevents phishing attacks and offers anti-spam protection with multiple technigues,
including sender reputation, content and image analysis, machine learning, and more.

UNIQUE CAPABILITIES ONLY FROM
TREND MICRO

-+ Uses artificial intelligence to examine email intention and attack indicators to identify
Business Email Compromise (BEC) attacks. More stringent protection can be set up
for high-profile users.

- Combines pre-execution machine learning, anti-malware, heuristics, and dynamic
analysis using sandboxing to detect ransomware and other zero-day malware.

-+ Blocks emails with malicious URLs before delivery and re-analyzes a URL in real time
when a user clicks onit.

Detect Internal Threats

- Protects internal email between employees, preventing damage from
compromised accounts.

- Provides DLP and advanced malware protection for OneDrive for Business,
SharePoint Online, Box, Dropbox, and Google Drive.

Respond to Attacks

- Allows you to respond and remediate after an attack by scanning mailboxes
on-demand for threats already delivered.

In the last two years, Cloud App Security
has stopped six million high-risk threats
that weren't caught by Microsoft.

1- TrendlLabs 2016 Security Roundup, February 2017
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* Advanced threat protection, including

sandboxing, to both Office 365 email
and file-sharing (OneDrive for Business
and SharePoint)

* Protection for internal email

* On-demand scan for Exchange Online

mail store

Proven record to block threats not
caught by Office 365 security



www.trendmicro.com

TWO-FOR-ONE PROTECTION

Smart Protection for Office 365 offers two great Trend Micro products in one, Trend
Micro Hosted Email Security and Trend Micro Cloud App Security.

Hosted Email Security is a secure email gateway service that delivers continuously
updated protection to stop phishing, fraud, ransomware, spam, and advanced targeted
attacks before they reach your network.

Hosted Email Security protects Microsoft® Exchange™, Microsoft® Office 365" Google
Gmail, and other hosted and on-premises email solutions.

Cloud App Security enables you to embrace the efficiency of cloud services while
maintaining security. It protects incoming and internal Office 365 email from advanced

malware and other threats, and enforces compliance on other cloud file-sharing services,

including Box, Dropbox, Google Drive, SharePoint® Online, and OneDrive® for Business.

Cloud App Security integrates directly with Office 365 and other services using APIs,
maintaining all user functionality.

Smart Protection for Office 365
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COMPLETE USER PROTECTION

Hosted Email Security and Cloud

App Security are part of the Trend
Micro™ Smart Protection Complete
Suite, powered by XGen™ security.

It combines the broadest range of
endpoint and mobile threat protection
capabilities with multiple layers of email,
collaboration, and gateway security. And
it enables you to manage users across
multiple threat vectors from a single
management console that gives you
complete user-based visibility into the
security of your environment.
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Trend Micro Smart Protection for Office
365 is the only third-party solution

that provides internal email advanced
threat protection as well as on-demand
scanning for Office 365 email.

SYSTEM REQUIREMENTS

Please visit trendmicro.com/office365
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Clean email and files for end users

Securing Your Journey to the Cloud
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